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1 Digital sovereignty in administration

For individuals and institutions alike, digital sovereignty means having
capabilities and opportunities of performing their roles in the digital world

independently, self-reliantly and safely.

These capabilities and opportunities can only be used to the full if the process of digital

transformation offers enough scope for creativity.

A glance at the activities of public administration makes it clear what significance digital
sovereignty has for the state. For some long time, the work of public administration has not
merely been supported by digital systems; it is now shaped by such systems, and smooth
procedures are inconceivable without the use of IT. Penetration by digitalization is so deep

that the administration system would no longer function without IT.

IT in administration has become a critical business factor, and its proper

functioning is of systemic importance.

This trend will intensify in future, for the speed of change in the procedures of public
administrations is increasing vastly along with the possibilities offered by digitalization. So
the future of administration systems will follow a completely different pattern: the future will

be cloudified, algorithmized, automated and data-based.

p—

Automated Algorithmized

GUIDING PRINCIPLES
DIGITAL
ADMINISTRATION

Cloud-based Data-based

v

Open Innovation and Open-Source Strategy of Land Schleswig-Holstein 3



In future, public administration will have an increased need for reliable IT components in
order to carry out its tasks. Procurement of these components must ensure freedom of
choice, possibilities of adaptation and competition, and their operation must guarantee
comprehensive control of the organization’s own digital infrastructure. This applies, in
particular, to software, but it also includes interfaces, exchange formats, technical

equipment, networks, services and infrastructure components.

Nevertheless, for carrying out most of their tasks, public administrations on the Federal
level and in the German Lander, and local authorities, still use software and solutions
developed by just a few software suppliers. That applies in particular to the workplace
infrastructure. In the past, correspondingly strong dependence on individual technology

providers has developed. And that, although

ensuring digital sovereignty is at least as important as energy sovereignty.

The importance of sovereignty and independence in respect of the energy supply has

become more than obvious to the general public in recent years.

In future, therefore, it will be more important than ever to avoid economic or technical
dependencies of an individual, monopolistic nature if the state is to maintain control over
the IT systems used by it and retain mastery over the data of its citizens and enterprises.
For this reason, it is essential to reduce current dependencies and follow the road towards
digital sovereignty. In the case of public bodies, especially, it is not justifiable or permissible
to accept a loss of confidentiality or integrity in data processing, a lack of control over the
continued development of solutions or inadequate implementation of new or amended
legal provisions due to the fact that individual suppliers hold exclusive design sovereignty

over the software used and IT operations.

Public confidence in the technological sovereignty of the state, in particular in its
observance of the objectives of information and data security and data protection
according to the GDPR, has top priority where the use of software solutions is concerned.
The government of Land Schleswig-Holstein is therefore pursuing a new, sustainable
course in the context of its IT infrastructure in order to achieve greater independence of

suppliers, higher information and data security, and better GDPR-based data protection.

Digital sovereignty means that the Land Government is able to perform its tasks

independently and safely in the digital world.
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Independence of individual IT providers, and thus a guarantee of Schleswig-
Holstein’s digital sovereignty, is ensured by a diverse supplier landscape,

open standards and the use of open-source solutions.

The objective of ensuring digital sovereignty has been anchored in the digital strategy and
resolved by the Cabinet. Moreover, it is a core element of the work programme of the Land

Government.

Nevertheless, we must be self-critical enough to admit that it will not be possible to
achieve digital sovereignty with the products currently in use at the standard IT workplace.
The reason is that suppliers of proprietary IT solutions are increasingly shifting their
applications to the Internet in the form of cloud services, which involves an outflow of data
that is undesirable or inevitable as a result of use. In the IT environment of public
administration, this is alarming for reasons of information security (availability,
confidentiality, integrity of IT systems and data) and inadmissible under the data protection

laws.

The obligation to use suppliers’ cloud systems and the substantial, practically non-
negotiable licence terms and costs they involve are further important reasons for
considering alternatives to the IT systems of the suppliers that currently dominate the
market. The licensing policies of major hyperscalers must be seen as critical, or at least as
very problematical. Besides very high licence fees, undesirable functionalities such as
large-scale product activations, outflows of telemetry data from the products used and
licence auditing considerably restrict the scope for action. For these reasons alone, there

is an urgent need to switch to digitally sovereign IT products.
Moreover, conditions at the present time could scarcely be better for such a switch.

The visible trend towards collaborative working in the cloud, regardless of
location, offers a unique opportunity for setting the course towards digital
sovereignty at a time when a fundamental change in our work culture is about

to take place in any case.

Open-source software, abbreviated to “OSS” below, offers an alternative to existing
systems on the one hand and is also capable of addressing many of these future changes.

That makes OSS one of the most important tools for achieving sovereignty.
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Although the concept of digital sovereignty can be illustrated concisely using public
administration as an example, there is a need to think this issue beyond the limits of purely
administrative action. It raises questions of a sovereign digital Ecosystem and a digitally
sovereign society as a whole, comprising the economy, education and the sciences,
administration, societies and associations, foundations, and the public as a community of
citizens. The Land Government of Schleswig-Holstein is therefore taking various
approaches to creating digital sovereignty in all its manifestations and aspects. One of

these fields of activity is the Land administration itself, with its IT systems.
2 Open innovation and open-source solutions
2.1 Digitally sovereign IT (DS)

In order to achieve the objective of digital sovereignty on the level of Schleswig-Holstein’s
IT system, it is necessary to restructure the standard IT workplace architecture. The future
digitally sovereign IT workplace is to be based on an OSS operating system and
embedded in an infrastructure developed, in part, in the context of the programme “Open-
Source Project SH”. This includes an OSS-based directory service, integration of a web-
based collaboration service and web-based groupware, an OSS-based telephony service

and an OSS office package.

The use of open-source systems is an important requirement in the context of Schleswig-
Holstein’s digital strategy and technology assessment. The technological transition to a
digitally sovereign IT workplace will greatly enlarge the scope for action and improve
information security, data security and protection and also the financial situation for the use
of IT.

The Central IT Management Department (CIT-SH) of the State Chancellery has therefore
conceived a practical procedure that will gradually release it more and more from supplier
dominance and constraints, thus reducing the dependence of the Land administration on
individual software providers and enhancing the digital sovereignty, data security and
protection and information security of Land Schleswig-Holstein. In this way it will be

possible to meet the requirements for proper IT operations in the Land administration.

OSS as the way to the digitally sovereign workplace in administration.
Schleswig-Holstein shows firm political commitment to making greater use of

free, open- source systems in order to become less dependent on suppliers of
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proprietary software and further raise the standard of information security and

data protection.

As part of the programme “Open-Source Project Schleswig-Holstein”, a digitally sovereign
workplace will be developed that is based on open-source software and operated within an

infrastructure based largely on OSS.

The prerequisite for use and acceptance of a comprehensive range of OSS
products is that the accustomed functionalities are available in at least equal
quality and work reliably, also that they are compatible with other procedures.
A switch to OSS solutions means that users have to change their working
methods. The aim is to bring about these changes as smoothly as possible
and to ensure that all the users feel safe and familiar with the new software.
We will do this in a well-planned migration process, supported by further

training of our employees.

The strategic procedure for the use of open-source solutions in Schleswig-Holstein’s IT
systems is firmly anchored in the government’s programme. For instance, it is agreed that
open interfaces, standards and software increase consumer sovereignty and serve to
guarantee a sovereign administration system, taking security, availability and economy into
consideration.

In other words: Schleswig-Holstein is giving high priority to introducing open-source and
freely licensed software in order to reduce the dependence of its public administration on

individual software suppliers as far as possible.

The long-term objective is to achieve complete replacement of the proprietary

software currently in use.

So it was only logical that Schleswig-Holstein rose to this challenge of Germany’s Second

National Action Plan and took the following concrete steps:

* Development of future specialized administrative procedures under an open licence,

and publication of the source code;

* Provision of a platform for collaboration and publication of the OSS used in the Land

administration;
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» Pilot project on use of the Open Document format and installation of LibreOffice as

standard on administrative workplaces;

* Increased build-up of OSS infrastructures at the Dataport Data Centre (e.g. use of
Linux as the server operating system and open-source data base management

systems).

By setting this priority, the Land Government is continuing Schleswig-Holstein’s software
strategy foresightedly in order to ensure a modern and efficient administration system and
switch as many procedures as possible to OSS in the event of substantial changes or new

allocations.
2.2 Open-Source Program Offices (OSPO SH)

In its efforts to introduce the use of OSS, the Land Government is following a
comprehensive approach that comprises the economy, education and the sciences, and
society as a whole. This holistic approach includes establishing an Open-Source Program
Offices — “OSPQ” — for Schleswig-Holstein’s administration. The objectives of OSPO SH

are:
* To integrate OSS smoothly into IT production;
* To cushion the particularities of OSS;
* To enhance OSS for the Ecosystem;
* To increase visibility in the communities.

OSPO SH serves as an intermediary between the Central IT Management Department
and other OS stakeholders and promotes the use of OSS. Expertise that already exists in
administrative circles (for example: legal appraisal of licence terms) will be incorporated,

but it will not be built up again in order to avoid double structures.
2.3 Promotion of the Ecosystem (open-source network)

The use of OSS reduces dependencies. But when used in companies, especially, it never
eliminates them completely, for the very size of the IT infrastructure always leads to a

certain degree of technological dependence — even when OSS is used.
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The use of OSS is associated with the challenge that development of the software may be
stopped unexpectedly. That results in uncertainties, technological bottlenecks, or the

necessity of managing or continuing its development oneself.

It has to be admitted that the licence payments for proprietary software cover precisely this
risk. They are used for financing development teams that produce the latest versions and
update them. On the other hand, as a licensee one has no influence on the direction such
development takes. At present, that is best illustrated by the many software suppliers who
are shifting their portfolios to the cloud — a step that is more in the interests of the supplier

than of the user. The shift into the cloud may contribute to even greater dependence.

On the other hand, OSS is often produced by volunteers or by developers who are
dependent on donations. It does not help the developers financially if their software has
millions of users. Not even if it is used for important caritative purposes. The question as to
continuation of the software ultimately boils down to whether someone can be found who
is in a position to support it in the long term. In many cases that is not a question of

willingness but of financial viability.

Since it is in the specific interests of Schleswig-Holstein’s administration to use OSS
permanently, its development will also be assisted directly through the controlled use of
funds. These funds will be used to finance development orders or contracts for support
instead of licence fees. If the region’s digital economy is brought in, this will have the effect
of strengthening the location concerned. In other words: the creation of digital sovereignty

through the use of OSS solutions is linked to industrial policy for the digital economy.
2.4 Schleswig-Holstein’s DigitalHub

The approach from the point of view of industrial and therefore locational policy is also
taken by Schleswig-Holstein’s DigitalHub. In the context of the Land’s digital strategy,
administration is to become one of the drivers of digital progress. In this connection,
DigitalHub.SH plays an important role. The Hub links the needs of the public sector with
ideas from the digital economy; it brings project partners together and supports
innovations in order to create more efficient, more open processes. In that way it benefits

the public as a whole.
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DigitalHub.SH is a further instrument for promoting open innovation in administration and
society in general. The Hub takes on a variety of tasks for public administration,

associations and companies:
* Networking

o Uniting Schleswig-Holstein’s public and non-profit institutions with the region’s
digital economy. The projects address real needs and offer sustainable solutions
for the public sector. It is hoped that the financial support from the Land
government and close supervision by Digital-Hub.SH will contribute to the

successful development and implementation of open innovations.
*  Support
o Promoting digitalization and pushing ahead with the use of OSS;
o Offering personal advice on promoting OSS.
* Public relations work and events.

In addition, DigitalHub.SH coordinates the implementation of funding programmes and
concept competitions. For example, the call “Regional Programme for Open Innovation”,
equipped with a fund volume of two million EUR, is directed towards public and non-profit
organizations with concrete digitalization needs — in cooperation with regional companies
from Schleswig-Holstein’s digital economy. The focus is on OSS that enables adaptable,

inexpensive solutions that can be used subsequently throughout the Land.
2.5 Open government

To ensure the public’s trust in data security, data protection and the security of information,
it is essential to promote the increased use of independently verifiable hardware, software

and open-source technology.

In this context, Schleswig-Holstein also participated in Germany’s Second National Action
Plan as part of the Open Government Partnership (OGP), with a contribution on the
subject of “OSS in Public Administration”. The Land Government of Schleswig-Holstein
takes open government and administrative activity (hereinafter “open government”) to
mean a holistic approach to stimulating democracy with the objective of making the work

of the public sector transparent, participative and cooperative. The systematic inclusion of
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the general public in political decisions would then result in better state services. The
digital services offered and used by public administration are one of the important
infrastructures of our democracy. Comprehensive control of the software used and its

operation is a requirement for their trustworthiness.
26 ZenDiS

On the level of the products, and also on the strategic level, Schleswig-Holstein hopes to
contribute to making OSS solutions at least as readily usable as the proprietary solutions
currently in use. That applies to the Land’s own administration and consequently to
companies, research institutions, the private sector and other public authorities —

throughout Germany.

Digital sovereignty is a pillar of Schleswig-Holstein’s open-source strategy. The Land
Government therefore has a strong interest in joining ZenDis GmbH. ZenDiS GmbH
coordinates and steers OSS development projects and provides a central contact point for
public administrations. The Federal Government also has a pronounced interest in
encouraging as many of the Lander as possible to participate in ZenDis GmbH. At

present, the possibility of participation has to be opened up by the Federal Government.
3 Digitally sovereign working in Schleswig-Holstein
3.1 The digitally sovereign workplace in Schleswig-Holstein (DSWPSH)

Like today’s workplaces, the digitally sovereign workplace of the future will consist of a
combination of proprietary and open-source software solutions, although the proportion of
open-source software will increase continuously. The infrastructure required for the proper
use of workplaces will also assume an increasing proportion of open-source solutions. The
new model workplace line will offer its users all the functionalities they need for their work.
Besides office software for word processing and spreadsheets etc. and communication
software, it will include all the applications required for carrying out the particular
specialized tasks. The figure below gives an overview of all the relevant components of the
standard IT workplace and their planned transformation in the interests of digital

sovereignty.

Open Innovation and Open-Source Strategy of Land Schleswig-Holstein 11
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in the Land Administration of Schleswig-Holstein
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The product portfolio of the standard software to be used in Schleswig-Holstein’s
administration will steadily be developed further with the goal of digital sovereignty in mind;
it will also be coordinated with the relevant bodies, for the prerequisite for successful
migration to the new model workplace line is acceptance by its users. Focal points of
development will therefore be intuitive user interfaces and the provision of modern
applications such as chat programs/messengers with which many users are already
familiar, whether at their present workplaces or at home. The individual components are

discussed below.
3.1.1 +1.Linux

The proposed operating system for the digitally sovereign workplace is a Linux distribution
suitable for use by public authorities and supported professionally. A modern user interface
is available, permitting an optimized user experience (UX) and a standardized visual
appearance (branding). Users can change these to meet their individual needs, for

instance the desktop background, font sizes, icon size.

Security-related settings such as password protection or locking of the screen when not
used for a defined period of time are controlled centrally and cannot be changed

individually.
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3.1.2 +1.LibreOffice

Important milestones on the way to the digitally sovereign IT workplace are the switch to
the “Open Document File Format (ODF)” and replacement of the Office software with
LibreOffice. LibreOffice can be run on terminals based on either Windows or Linux and is
therefore the ideal office communication environment. LibreOffice is adapted to suit the
Land administration of Schleswig-Holstein and can be run on any +1.workplace. The office
communication tool LibreOffice has been, and continues to be, optimized comprehensively
for use in the Land administration; it supports the E-File in SH and the Land’s corporate
design and logo and can be installed immediately and easily on the +1.workplace parallel
to the existing Microsoft Office package. A comprehensive and low-threshold training
package (guides, manual, e-learning/video training courses, classroom training and a

forum) is available und will be updated as needed.

The office communication tool LibreOffice is a complete office package analogous to the

current Microsoft Office and consists of the components:

* Word processing in Writer

Spreadsheets in Calc

Presentations in Impress
» Data processing in Base
» Graphics creation in Draw.

Connection of LibreOffice to the E-File SH system and the Land’s corporate design has
been implemented successfully, and the production of barrier-free PDF documents will be

made possible by means of an assistant initiated by SH and integrated into LibreOffice.
3.1.3 +1.Collaboration and Groupware

In future, an efficient and versatile OSS collaboration platform based on Nextcloud will be
available for cooperation within the Land administration and with outside parties. This
platform will make it easy to share documents and work on them jointly and

simultaneously.

As part of the project “replacement of the existing groupware solution based on Microsoft

Exchange with Open-Xchange”, cooperation in respect of email, the calendar, contacts,
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and tasks of the administration’s employees will also be switched to open-source
solutions. This will be realized with the aid of two software products: Open-Xchange, and
Thunderbird as a supplementary email client. Open-Xchange provides access to the
functionalities via the web interface. Thunderbird can be used additionally to access the
data in the groupware solution. New functionalities will enhance use by the staff; they
include considerably larger mailboxes for all users and easy opening of additional

mailboxes, also with smartphones.
3.2 Digitally sovereign basic services (DSBS)
3.2.1 Specialized administrative procedures

Most specialized procedures are to be performed independently of platforms; ideally, they
should be accessed with the browser. Interfaces with other applications — e.g. office
applications or other specialized procedures — will be standardized and capable of being
served by several applications (for example either Microsoft Word or LibreOffice Writer).

This will ensure that specialist applications can be used by all model workplace lines.
3.2.2 New telephony

An OSS-based IP telephone system with the name “OSKAR” (standing for Open-Source
Communication Architecture) is currently being developed at the Dataport data centre.
OSKAR'’s objective is to replace the present heterogeneous telephony landscape of the
Land administration. Since the system at Dataport is based on OSS components, OSKAR
has the effect of promoting digital sovereignty. From the end of 2024, OSKAR wiill
gradually replace Telekom’s current Flexport telephony based on proprietary technology.
OSKAR will offer the Softphone as the standard handheld terminal device, which will make

it the most suitable technology for modern, flexible and mobile working.
3.3 Digitally sovereign DC infrastructures (DSDC)

Digital sovereignty is often associated with workplaces. In fact, however, many licence

fees come about as a result of dependencies that have originated in the back end.
3.3.1 Reducing expensive client access licences

One of the major cost drivers of licence agreements for on-premises infrastructures is
client access licences. Licences of this kind permit use of the software, that must be

licensed separately. So strictly speaking, many services have to be licensed twice (once
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for their operation and once for their use) before they can ultimately be used for productive

work. This means placing one’s own infrastructure at the mercy of the suppliers.

Access licences are a particularly clear example of how suppliers dictate the licence terms
in order to generate a reliable, long-term cost stream. Access licences often have to be
acquired for the whole infrastructure or the entire data centre. Often, needs-oriented
acquisition is not worthwhile, and in the case of large infrastructures it simply involves too

much administrative work and expense.

Suppliers accommodate customers by offering a package of access licences at what
appear to be more reasonable terms compared to individual purchases. However, such
packaging results in increased dependence on the supplier, because “the little bit left” is
included in the package “free of charge” and there is no need to look for an alternative to it.
It should be noted that access licences constitute an artificial block of costs that shows

how dependent one is on a particular supplier's products.

A supplier will only dispense with an artificial product such as access licences if the
customer enters a stronger bond of a different kind. It is understandable that the loss of

this type of licence makes a switch to cloud infrastructures all the more attractive.

So for the future, the objective must be to cancel all these dependencies in the back end,
too. Conversely, that also means the infrastructure must be changed on a large scale if

access licences are to be phased out.
3.3.2 +1.New directory service

The digitally sovereign workplace will be integrated into a central infrastructure operated at
the Dataport data centre. This will include, among other things, central services such as
the revision-proof directory service, Unified Endpoint Management, Endpoint Security and
the file service. The infrastructure will be established using a combination of proprietary
and open-source solutions. The interaction of these solutions is a decisive factor for
smooth operation of the infrastructure and therefore the workplaces attached to it. The

infrastructure includes the following central services:
» Revision-proof directory service
* Unified Endpoint Management

* Endpoint Security
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*  Mail
* File service.

The functions of this central infrastructure include configuring the workplaces
(configuration management), authenticating users and providing mailboxes and file

repositories.
3.3.3 Databases

The public administration of the future will be geared more and more to working with data.
Digitalization and the subject of open data will bring data processing and data storage into

the focus of discussions on digital sovereignty.

Schleswig-Holstein will examine the use of proprietary database systems carefully and use

alternative and open databases wherever possible.
3.3.4 Virtualization of workplaces (VDI)

The virtualization of workplaces and applications has so far been based on proprietary
solutions. And yet the integration of virtualized functionalities is an important part of the
services rendered by certain departments. In sensitive areas of the Land administration,

that leads to critical dependence.

In the medium term, the shifting of virtualization components into the cloud, which can be
seen already, will raise the question of how virtualization can be implemented in a digitally

sovereign form. Here, Schleswig-Holstein advocates the use of open VDI solutions.
3.3.5 Administration and infrastructure management

A shift of the IT infrastructure into the cloud results in changes to the present support and

administration processes.

On the one hand there are technical reasons for this, because basic services like the
directory service, and with it the administration tools, are moved into the cloud and in some
cases provided there only. On the other hand, the organization and personnel of the
existing administration team change as a result of automation and the discontinuation of

systems.
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It is precisely this that results in a loss of digital sovereignty, because control and
maintenance of the infrastructure become dependent on the availability of an outside
solution. Moreover, sensitive data lie outside Schleswig-Holstein’s direct sphere of

sovereignty.
3.3.6 German Government Cloud (Deutsche Verwaltungscloud, DVC)

The German Government Cloud supports digital sovereignty and complements Schleswig-
Holstein’s open-source strategy at precisely the point where cooperation and collaboration
on the federal level are essential. It closes the gap between proprietary supplier clouds
and the Land’s own operations through the IT service provider Dataport. Wherever
requirements become specific, specialist expertise is needed, cross-boundary cooperation
is part of the service to be provided or economies of scale can be realized through joint

operational activities, the DVC is used additionally.

Schleswig-Holstein continues to take an active part in developing the DVC and will ensure

that suitable cloud service offers are available.
4 Regulations and general conditions
4.1 Social and political aspects

For carrying out most of their tasks, the Federal administrations and those of the Lander
and local authorities use software solutions that are offered by only a few suppliers. This is
especially true of the workplace infrastructure. Although this homogeneity of the landscape
minimizes the costs for provision and support of the terminals, it results in a high level of

dependence and restricts the scope for action of those responsible for the IT system.
4.1.1 IT structures of public administration in Germany

So far, no major public administration in Germany has realized a comprehensive switch to
OSS in the field of workplaces. Traditionally, the usual products come from Microsoft and

cover large sections of the infrastructure. They include
* Microsoft Office,
* Microsoft Exchange,

e Microsoft Windows Server,
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* Microsoft SQL Server,

* Microsoft SharePoint,

* Microsoft Skype for Business,
* Microsoft Teams.

Microsoft products provide for the workplace systems almost completely; they are critical
components of the back end, and on the level of applications they form the basis for some
of the services. Some administrations now rely on Microsoft components just as

exclusively for modern hybrid forms of cooperation, too.

At present, no other supplier offers such a wide range of IT products, and no other supplier
really finds its way into the workplace systems of public administration in such breadth and
depth. Microsoft must therefore be said to hold a monopoly where the equipment of public

administrations is concerned.
4.1.2 Cost of monopolies

Although the software products used ensure that the administrations can work efficiently,
and also support them with their depth of integration, the existence of a monopoly in this
sensitive area is nevertheless critical. That can be seen from an overview of the

expenditure of the Federal Government on Microsoft software.

Expenditure of the Federal Government on Microsoft Products
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Over the past 10 years or so, the Federal Government is seen to have increased its
expenditure on Microsoft products more than fourfold. Such an increase is significant, and
cannot be explained solely by the fact that new services and workplaces have been
added. Price increases of this magnitude generate budgetary risks and raise direct
questions as to their appropriateness. The rapid price rises are able to come about
because the Government’s IT system is in a monopolistic market. This is characterized by
technological dependence; there is no real freedom of choice, and the cost of switching is

very high. The monopoly markup is paid by the general public.

4.1.3 Investment in the state’s capacity for action

(open-source business case)

As a first step, the monopolies of the IT infrastructure have to be broken. Transformation of
the IT system and implementation of a multi-vendor strategy bring IT management back
into an active role. The infrastructure is regenerated, is more variable, and not all price
demands have to be accepted. The use of open-source solutions is not absolutely

essential at first. But administration will be faced with certain challenges in the future:
* The work of public administration will change;
* There will be fewer staff;
* New technologies will have to be integrated;
* New forms of cooperation will come about;
» Data will more and more become part of value creation;
* The public is asking for digital administration;
* At the same time, the demands on IT security are increasing greatly.

On the one hand, OSS offers itself as an alternative to existing systems, but it is also able
to address many of these future changes. That makes open-source solutions one of the

most important tools for implementing the multi-vendor strategy.

The introduction of a multi-vendor strategy corresponds to a classic investment. It requires

higher expenditure in the short term in order to achieve a benefit in subsequent years.
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Initially, a switch to a multi-vendor strategy involves additional expenditure in the shape of
training courses, new technical processes, technical measures to ensure operational
readiness and organizational adjustments. In this phase it is more expensive than “keeping

the old infrastructure going”.

In this operational model, initiation of the multi-vendor strategy is followed by a cost
plateau that persists for some considerable time. Licence costs lose their significance,
because long-term support and development agreements can be concluded. Moreover, it
is always possible to change software, developers, consultants and support. In this phase
of technical continuity, the monopolistic operating model begins to lose its short-term cost
advantage, and finally it even becomes more expensive. The disadvantages of the
monopoly start to be felt when the licence costs increase disproportionately. This
subsequently leads to a sharp rise in total costs if the monopolistic structure — i.e. the

equipment of the IT infrastructure — is maintained.

As soon as a disruptive technological leap occurs (for example, the sudden increased use
of video conferencing systems during the Covid pandemic or the introduction of VolP
telephony and instant messaging from 2010), the multi-vendor strategy as an operating
model requires direct and immediate capital expenditure once again. The licence models
of the monopolists are usually structured in such a way that the costs of new technologies
and products are felt by the customer after a certain delay. This applies primarily to the
costs for direct licensing of products, but it also has secondary effects later, since new
dependencies are entered that enable ever greater price rises in the future. The lock-in

effect restricts the possibility of a change still further.

The objective of OSS is not to eliminate licence costs. The use of OSS helps

to achieve the target of breaking out of the vicious circle of price increases.

4.2 Licence management

The prerequisite for a successful rollout of OSS is a knowledge of one’s own IT landscape.
In 2020, even before the migration to open-source software, a licence management
system was introduced in Schleswig-Holstein’s administration. With a combination of
organizational measures and technical system components it is possible to detect and
evaluate the software used on the standardized workplace systems. Licence needs for all
the departments are available, correct to the day. This makes it possible to optimize
licensing needs and cut the costs of licences.
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In the context of migration to OSS it is essential to know the number of licences used, and
the products. That makes it easier to estimate what scale future migrations of individual
software products will take. Moreover, a regularly checked and balanced account of the
licences ensures that the remaining proprietary software licences are used correctly and

according to needs. This also minimizes the risk of copyright infringements.
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